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Generation of Anti-counterfeiting
Information for Optical Modules

Overview

Conventional anti-counterfeiting materials typically encode easily replicated, single-
scale information.

Key Takeaways

Optical modules can be secured against counterfeiting using nanoparticle-based
optical physical unclonable functions (PUFs) that generate unique, tamper-resistant
optical fingerprints.Optical Physical Unclonable Functions (PUFs)

Optical PUFs exploit the scattering responses of core-shell plasmonic-dielectric
nanoparticles (NPs) to create a unique electromagnetic fingerprint for each optical
module . The Fano resonance in these nanoparticles produces sharp, asymmetric
spectral features that are highly sensitive to nanomanufacturing imperfections, such
as variations in particle size, shell thickness, or material composition. These small,
uncontrollable variations result in random and ultrasensitive scattering responses,
which can be encoded as optical PUF keys for authentication . Compared to
conventional optical ID methods like barcodes, QR codes, or image recognition,
nanoparticle-based PUFs are much harder to replicate and are resistant to unnoticed
duplication or hardware tampering. They rely on stochastic self-assembly and
intrinsic material randomness rather than precise lithography, making them scalable
and cost-effective for mass production .
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Implementation in Optical Modules

* Nanoparticle Synthesis: Core-shell NPs are synthesized with controlled plasmonic
and dielectric layers. Manufacturing imperfections naturally introduce randomness,
which is essential for generating unique PUF keys .

* Spectral Encoding: The scattering cross-section (SCS) spectrum near the Fano
resonance is measured. Peaks and line shapes in this spectrum are converted into a
bit sequence representing the module's unique optical ID .

* Verification: Optical modules can be authenticated by measuring their scattering
spectrum and comparing it to a stored reference. This process does not require
complex imaging systems and is robust against angle variations and minor physical
damage .

Complementary Anti-counterfeiting Technologies

In addition to optical PUFs, anti-counterfeiting strategies may include covert markers,
digital watermarks, and fingerprinting embedded in the module or its firmware .

These methods allow verification of authenticity through human-inspectable or device-
assisted detection, providing multiple layers of protection against tampering or
unauthorized replication .

Advantages
* High uniqueness and randomness: Each optical module has a distinct fingerprint.

* Tamper-resistant: Physical variations are difficult to replicate.

» Scalable production: Self-assembly reduces the need for high-resolution
lithography.

* Robust verification: Less sensitive to viewing angle and minor damage compared to
traditional optical tags . By integrating nanophotonic PUFs with complementary anti-
counterfeiting markers, manufacturers can generate secure, verifiable anti-
counterfeiting information for optical modules, ensuring authenticity and protecting
intellectual property.
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